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Abstract of the contribution: The security context must be securely stored both at the UE side and the NexGen system side
1. Introduction

The security context, the leakeg and disclosureof which may lead to a serious of attakcs, need to be securely sotred both in UE side and the MME side.
************************************Start of changes*******************************************************
5.3.3.y
Key issue #3.y:  The storage of security context
5.3.3.y.1
Key issue details

Based on the types and states of EPS security context, different principle is applied for storage, e.g. the USIM shall never store a mapped security context. In NextGen system, the storage of security context may be different both from USIM and EPS system.
Editor’s note: LTE principle should be used as a working assumption for now.
5.3.3.y.2
Security threats 

The main threat is when the security context stores in an unsecure environment both at the UE side and the NextGen system side where the security context can be obtained by attackers. The leakage or disclosure of security context can lead to serious attaks. The attacker can imitate to the user, as well as the network. The most serious thing is that neigher the user nor the NexGen system can not distinguish the attacker from the legitimate user.
5.3.3.y.3
Potential security requirements
The security context shall securely be stored both at the UE side and the NextGen system side.
************************************Endof changes*******************************************************
